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Thinking upstream about 
White House cybersecurity 

executive order 14028
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What you need to know

In May, the White House released an executive 
order with detailed directives on improving the 
nation’s cybersecurity
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This is the government’s response to the recent 
set of high-profile attacks like the one affecting 
SolarWinds customers
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Potentially large impacts on organizations using 
open source to develop applications, more 
details and standards emerging every day
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Why this should matter to every organization
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One critical area of focus for app dev teams: 
software supply chain security
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Which leads us to some key questions...

track and maintain an accurate software 
inventory / bill of materials?1

“attest to the integrity and provenance of 
open source software”?2

“attest to conformity with secure software 
development practices”?3

If you are building applications 
with open source, how do you:
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Especially when the reality looks like this:

Source: xkcd https://xkcd.com/2347/

https://tidelift.com/subscription/managed-open-source-survey
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And this...

Source: 2021 Tidelift Maintainer Survey

https://tidelift.com/subscription/managed-open-source-survey
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And this...

Source: 2020 Tidelift Managed Open Source Survey

In a recent survey, we asked 
organizations with more than 
10,000 employees:

How confident are you that the 
open source components in use 
today at your organization are up to 
date, secure, and well maintained?

https://tidelift.com/subscription/managed-open-source-survey
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Source:2021 Tidelift Maintainer Survey

The upstream parable

https://tidelift.com/subscription/managed-open-source-survey


When it comes to addressing the issues 
raised by the executive order, 

what would be an upstream solution 
for application development teams?
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Key issues for application development 
teams using open source

How do I produce and maintain an accurate 
SBOM for my projects?1

How can I feel confident attesting to the 
integrity and provenance of open source 
software components?

2

How can I feel confident attesting to how 
open source components conform to 
secure software development practices?

3



What if we enlisted the help of the 
people who created the software?



The Tidelift Subscription
A better way for organizations to manage 
their open source software supply chain.

Reduce the complexity of managing open source components, 
while keeping them safe and up to date with help from Tidelift 

and our growing network of partnered maintainers.
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Cut costs Accelerate 
development

Reduce risk



Get a free trial of 
the Tidelift Subscription

tidelift.com/subscription/free-trial




