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Audit Ready Pipelines
You Don’t Have a Secure Supply Chain Issue, 

You have a Software Delivery Issue

Anders Wallgren
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• Connected toolchain using only immutable objects

• Fully automated with built-in approval gates

• Outputs of those commands are captured in common data repository

• Governed by centralized RBAC on all artifacts

• End-to-end visibility

• One-click, automated audit reports with trusted data

Definition: The Pipeline Run IS the Audit Trail
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The Current State of Audit
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Uh-oh --- “THAT” Email!
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• Manually retracing steps across tools

• Interrupt developers to recreate builds where data is missing

But:

• More time, More Errors, More Costs

• Developers not doing their own jobs

• Risk of failure from incomplete data

The Log Slog
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Manually retrace steps, switching between tools and losing traceability of any manual checks or processes

Example Audit Process

Check the CR to see 
approvals and what 
should have been 
deployed

Go to the deployment 
target to check what 
version of software 
was deployed

Validate deployment 
process ran 
successfully 
(UDeploy)

In Artifactory, find the 
version and build that 
published the version

Go to Jenkins to 
verify build outcomes

Find the commit in Git 
that triggered the 
build.
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• Disconnected tools and manual processes 

– Scattered (or no) data

– Traceability

– Proof

– Trust

The Audit Challenge



© 2021 CloudBees, Inc. All Rights Reserved.

• More Time, More Errors, More Costs

• Distracted and disgruntled developers

• Failing to achieve or retain ATO because of incomplete or suspect data

Audit Risks
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Audit-Ready Pipeline in Real Life
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• Connected toolchain using only immutable objects

• Fully automated with built-in approval gates

• Outputs of those commands are captured in common data repository

• Governed by centralized RBAC on all artifacts

• End-to-end visibility

• One-click, automated audit reports with trusted data

Review: The Audit-Ready Pipeline
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Example Audit Process

CloudBees CD/RO Release Pipeline

The Release pipeline becomes the audit trail.  Orchestrating and governing the release process, connecting DevOps tools, and 
collecting audit data throughout the process

 Gates/Approvals ⧫ Compliance + Access Control

Applications & Environments

DEV QA
STAGE/

PRE-PROD
PROD
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Example - Evidence links collecting all pipeline data
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Example - Jenkins Build Data Report
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Example - Approvals
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Example - Approvals
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Example - Evidence Links
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Example - Duration
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The Way Forward
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• “Automation is Auditing”

• Orchestration layer over the top of everything

• Centralized mechanism for one-click audits

Auditing the New Way
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• Get key stakeholders involved

• Conduct value stream mapping

• Adopt a holistic approach to software delivery

• Watch closely for vulnerabilities

• Understand everything you have in production

• Prioritize culture

• Don’t try to boil the ocean

Seven Steps to Audit-Ready Pipelines


